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License Administration Guide

Introduction

This document describes FlexNet Publisher licensing for license administrators. It describes how to setup and
administer FlexNet Publisher licensing for license models that require a license server.:

Table 1 ¢ License Administration Guide Chapter Overview

Section

Content

This section

An overview of the contents of this document.

Overview of Licensing

Overview of licensing and specifically licensing using license files.

Trusted Storage

An overview of licensing using license rights held in trusted
storage.

Reading a License File

A description of the elements in a license file.

Locating Licenses

How to locate licenses so that they are available to FlexEnabled
applications.

Managing License Files

Modifying license files.

Hostids for Supported Platforms

Details of hostids available by platform and information about
choosing an Ethernet address as hostid.

License Models

Overview of basic license models and methods of licensing for
laptops that may be provided by your software publisher.

Selecting a License Server Machine

What to consider when selecting the machine on which to install
the license server software.

Imadmin License Server Manager

Description of how to install and use Imadmin as your license
server.
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Table 1 « License Administration Guide Chapter Overview

Section

Content

Migrating from Imgrd to Imadmin

A comparison of Imgrd and Imadmin.

Imgrd - License Server Manager

How to use Imgrd as your license server.

Using License Administration Tools

How to use license administration tools to manage licenses and
license servers.

Managing the Options File

Using the options file to control license utilization and the license
server.

Ensuring License Availability

Methods of providing failover protection for license servers.

Managing Virtualized License Servers

Virtualization of a license server.

IPv6 Support

Installing and configuring license servers in IPv6 and mixed IPv4
and IPv6 environments.

Managing Licenses from Multiple
Software Publishers

Strategies for managing licenses from multiple software
publishers.

Troubleshooting

Tips and information about generating additional diagnostic data.

Error Codes

A list of FNP error codes.

Report Log File

Enabling and managing report log output.

Debug Log File

Enabling and managing debug log output.

Environment Variables

Environmental variables that may be used with FNP.

Identifying FlexNet Publisher Versions

Version compatibility between components and brief details of
functional changes for each major version of FNP.
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Overview of Licensing

FlexNet Publisher is a method of providing software licensing that has two basic components:

® FlexEnabled application - the software application that requires a license.

e A license - contains the license rights that define how the software application can be used.
Typically the license defines:

e What software functionality can be used. Functions provided by the software can be separately licensed. The
licensed functions are referred to as features. When multiple features are defined, different versions of the
product can be licensed by including different feature sets. For example, the license for the ‘demo’ version of
the product could include the feature ‘trial’, the ‘standard’ version of the product the features ‘trial’ and ‘basic’
and the ‘professional’ version ‘trial’, ‘basic’ and ‘extend’ features.

e What versions of the software can be used.

e How many copies of the software can be running.
e The systems on which the software can be used.

® The period during which the software can be used.

These and other items in the license define how the software can be used and collectively are referred to as a
license model.

The license can be stored:

e In alicense file - a text file, file_name.lic, whose contents are protected by signatures that are authenticated
by the FlexNet Publisher licensing components.

o In trusted storage - a secure location whose contents are encrypted. Licenses are stored as fulfillment
records. Fulfillment records in trusted storage can be read only by FlexNet Publisher licensing components.

The FlexEnabled application can obtain a license directly, either from a license file or from local trusted storage on
the same machine. Some license models, described as served, provide licenses that are held centrally by a
license server and used by FlexEnabled applications connected to the license server across a TCP/IP network.

License Administration Guide FNP-1190-LAGO1 1



Chapter 1: Overview of Licensing

License Server

This document describes how to install and use a license server to provide licenses for FlexEnabled products that
use served license models. The basic license model that requires a license server is referred to by several names
depending on the context:

e Concurrent
e Floating

Concurrent licenses allow a fixed number of concurrent users to use licensed features at any one time. The license
server controls the use of these licenses, which are not normally locked to a specific machine, and float on the
network. FlexNet Publisher provides for many variations of this basic license model, for example the use of a set of
concurrent licenses can be restricted to a group of users.

License Server

The basic components of a FlexNet Publisher license server are as illustrated in the following diagram:

e License server manager - Imadmin or Imgrd supplied by your software supplier or available from Flexera
Software.

e License file - created by your software supplier. In this document the supplier of a FlexEnabled application is
referred to as the publisher.

e Vendor daemon - created by the publisher. Each publisher has their own vendor daemon. If you have
FlexEnabled applications from several publishers, you will need to install multiple vendor daemons.

e Debug log - written by the license server manager.

E- License Server
Manager
{Imgrd ar Imadmin)
License File Debug Log
Checkout
Request [ | T L. | L.
]
\ | |
% = Options File Repart Log
FLEXenabled License Server [
application Trosted |
| Storage |
L —

Figure 1-1: FlexNet Publisher license server
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The following components may be present on a license server:

e Options file - optional file that you create. Use it to limit license usage; for example, to allocate particular
licenses to a user or group of users.

e Report log - optional file that can be used by FlexNet Manager, Flexera Software’s license management
product. You enable report logging using the options file.

e Trusted storage - some publishers use trusted storage to store licenses. When trusted storage is used , the
publisher provides additional components (not shown on Figure 1-1) that create trusted storage and add
licenses to it. See Trusted Storage for an overview.

Using a License Server with License Files

The following gives an outline of the steps in installing a license server and using it to serve licenses from license
files. For further information about each of these steps, read the relevant sections of this document.

1. Choose the machine(s) on which the license server(s) will be installed.

e Determine the number of licenses and machines on which FlexEnabled applications will be installed. See
Selecting a License Server Machine for further information.

e Consider what method, if any, you want to use to ensure that, whenever possible, licenses are available to
your end users. See Ensuring License Availability for further information.

2. Install the license server components.

The publisher will supply a copy of their vendor daemon and instructions for installing it. The license server
manager, Imadmin or Imgrd, may be supplied by the publisher or you can download a copy from the Flexera
Software Web site. It is recommended that you install the latest version of the license server manager.

3. Obtain details of the license server machine(s) and send them to the publisher.

Normally publishers supply concurrent licenses that are locked to a specific license server. When licenses are
held in license files, they are locked to the license server using an identity obtained from the machine. This
identity is called a hostid and is platform specific. There are several different hostids available for each
platform. The publisher will provide instructions on what hostid they are using for your licenses and platforms.
They may supply an application that you can run to obtain the hostid or ask you to use the FlexNet Publisher
utility, Imhostid, which you can download from the Flexera Software Web site. If you are using Imadmin, it
displays the standard hostids for the machine on which it is running in System Information.

Depending on the license model, the publisher may require other details of your license server, the machine
on which it is running, and details of your network.

4. Install licenses on the license server.

The publisher may specify a particular location for the license files on the license server. When no specific
location is required, see information in Locating Licenses for instructions.

5. Install the FlexEnabled application on end user machines.

The publisher will supply installation instructions for installing the FlexEnabled application.
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6. Set up end user machines to access the license server.

There are several methods of configuring the end user machine to access a single license server or multiple
license servers. These depend on the contents of the license files supplied by the publisher and your license
server(s) configuration. See information in Locating Licenses for instructions.

7. Optionally, create an options file.

If you want to limit license usage, configure logging, or turn off the automatic reread of licenses, create an
options file and install it in the same directory as the vendor daemon. See instructions in Managing the
Options File.

8. Configure and start up the license server manager.

There is a fundamental difference between the configuration of Imadmin and Imgrd so the processes required
for each are separately outlined here:

Imadmin - the configuration settings are permanent and are mainly set using the user interface. For details
see Imadmin online help and Using Imadmin.

Imgrd - the configuration settings are set when Imgrd is started. They are not persistent. For details see Imgrd
- License Server Manager.

You can manage and monitor the operation of the license server using the license server manager: Imadmin
provides direct management and monitoring of the license server through its user interface; Imgrd provides limited
information as command-line output. Additional utilities are provided on the Flexera Software Web site for
management and monitoring of the license server: for details see Using License Administration Tools. For more
comprehensive monitoring and reporting of license usage use FlexNet Manager. FlexNet Manager is a Web-based
administration and reporting tool for FlexNet licenses and license servers.
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Trusted Storage

Some publishers use trusted storage to store licenses. They may store all of their licenses in trusted storage or use
a combination of licenses held in license files and in trusted storage. You can use a single license server to serve
licenses from license files and from trusted storage.

Overview of Trusted Storage

Trusted storage is a secure location that is locked to the machine on which it is located using a combination of
machine identities. The contents of trusted storage are encrypted and can only be accessed by FlexEnabled
components. This method of storing licenses enables your publisher to provide additional license models and
automate some licensing processes.

Automated Delivery of Licenses to a License Server

Using trusted storage the publisher can provide an automated method of delivering licenses to a license server.
The basis of this is a series of transactions between the license server and a publisher server normally over an
Internet connection. However, when a network connection is not available, the messages that implement these
transactions can be transmitted by other means.

Activation is the basic transaction between the license server and the publisher server. It configures trusted storage
for that publisher and writes a fulfillment record to trusted storage. The fulfillment record contains licenses defined
using a similar format to that used for licenses held in license files.

The other two types of transaction between a license server using trusted storage and a publisher server are
optional:

® Return - used to return a fulfillment record (and the licenses it contains) from trusted storage to the publisher
server it was issued by.

® Repair - used to repair compromised fulfillment records in trusted storage.
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By using a combination of return and activation transactions your publisher can automate these type of licensing
scenarios:

Upgrade to a new version - the old license is returned to your publisher server so that entitlement to the
upgrade can be checked and then a new license is transmitted using an activation transaction. These two
transactions may be completely transparent to you.

Rehost of license server - when you need to move a license server to a different machine, a combination of
return and then activation transactions can provide a completely automated transfer.

Please note that not all publishers will provide these facilities.

Using Licenses from Trusted Storage on a License

Server

Two types of licenses may be used in trusted storage on a license server. Your publisher may provide either or both
of these types of license. They are used to provide different licensing models.

Concurrent - allows a fixed number of concurrent users to use licensed features at any one time. The license
server controls the use of these licenses, which are not normally locked to a specific machine, and float on the
network. FlexNet Publisher provides for many variations of this basic license model, for example the use of a
set of concurrent licenses can be restricted to a group of users.

Activatable - licenses are distributed by the license server to network machines to provide local licenses for
FlexEnabled applications. In this license model FlexEnabled components on the network machine request a
license from the license server. License rights held in trusted storage on the license server are transferred to
trusted storage on the network machine. This provides a license that is locked to the network machine.
Depending on which license models your publisher is providing, these licenses may be of limited duration and
automatically return to the license server when they expire on the network machine, or may be transferred to
the network machine ‘permanently’.

Trusted Storage Components on a License Server

The basic components of a FlexNet Publisher license server that uses licenses held in trusted storage are as
illustrated in the following diagram:

License server manager - Imadmin or Imgrd supplied by your publisher or available from Flexera Software.

Bootstrap license file - created by your publisher. Required for starting the license server manager when the
license server is using trusted storage to store all its licenses.

Vendor daemon - created by the publisher. This must be the publisher vendor daemon that can access
trusted storage. Ensure that you always use the correct vendor daemon supplied by the publisher: an earlier
version that is only able to use license files will not be able to use licenses held in trusted storage.

Trusted storage - contains licenses in fulfillment records.

FNP-1190-LAGO1 License Administration Guide



Chapter 2: Trusted Storage
Using a License Server with Trusted Storage

e Server activation utility - a FlexEnabled component that manages the transactions with the publisher server
and creates and manages the contents of trusted storage.

License Server
Manager
{Imadmiin or Imgrd)

Bootstrap
License File

Vendor
Daemon
. Ba
License Ser ;g::“‘ Activation
g Utility

F'ublisﬁer Server

Figure 2-1: License Server Using Licenses in Trusted Storage

The following components not shown on the diagram may be present on the license server:
e Debug log - written by the license server manager.
e Options file - optional file that you create.

e Report log - optional file used by FlexNet Manager.

Using a License Server with Trusted Storage

The following gives an outline of the steps in installing a license server and using it to serve licenses from trusted
storage. For further information about each of these steps read the relevant sections of this document.

1. Choose the machine(s) on which the license server(s) will be installed.

o Determine the number of licenses and machines on which FlexEnabled applications will be installed. See
Selecting a License Server Machine for further information.

e Consider what method, if any, you want to use to ensure that whenever possible licenses are available to
your end users. See Ensuring License Availability for further information.

2. Install the license server components.

The publisher will supply a copy of his vendor daemon and instructions for installing it. The latest license
server manager, Imadmin, displays details of licenses held in trusted storage; Imgrd includes information
about concurrent licenses held in trusted storage but does not display details of activatable licenses.
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Therefore it is recommended that you install Imadmin as your license server manager. It may be supplied by
the publisher or alternatively you can download a copy from the Flexera Software Web site. It is recommended
that you install the latest version of the license server manager.

3. Install licenses on the license server.

The publisher will supply instructions and software that requests licenses from the publisher server. This
process may be completely transparent to you. The publisher provides the interface for the installation of
licenses so publisher’s licensing solutions may differ greatly. FLEXnet Publisher is designed to allow
publishers maximum flexibility in licensing models and processes.

4. |Install the FlexEnabled application on end user machines.

The publisher will supply installation instructions for installing the FlexEnabled application and optionally any
further FlexEnabled components.

5. Set up end user machines to access the license server to obtain concurrent licenses.

There are several methods of configuring the end user machine to access a single license server or multiple
license servers. These depend on the contents of any license files that may optionally be supplied by the
publisher and your license server(s) configuration. See information in Locating Licenses for instructions.

6. Optionally, create an options file.

If you want to limit license usage, configure logging or turn off the automatic reread of licenses, create an
options file and install it in the same directory as the vendor daemon. See instructions in Managing the
Options File.

7. Configure and start up the license server manager.

8. Optionallly, install node-locked licenses on end user machines using activatable licenses from the license
server.

The publisher will supply instructions for requesting licenses from the license server. Additional components
may be installed on the end user machine for this licensing model, see Distribution of Node-Locked Licenses
to Networked Machines.

Distribution of Node-Locked Licenses to
Networked Machines

The distribution of licenses from a license server to machines running FlexEnabled applications via a network is
one license model that can be provided using activatable licenses held in trusted storage on a license server.
FlexEnabled components on the network machine send a request for a license to the license server. The vendor
daemon processes this request and if a suitable license is available tranfers it to the network machine.
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The FlexEnabled components on the network machine install the license in trusted storage. Trusted storage is
locked to the network machine and thus licenses held in trusted storage are node-locked to that machine.

License Server
Manager

{Irmadmin)

FLEXenabled
ication
App! Node-locked
li e request
cens q ey Vendor
Daemon
[
Application T
;::f;eu Activation = l
g Utillity .
License Server
Trusted
Storage

Figure 2-2: FlexEnabled components for trusted storage on a network machine

The FlexEnabled components required to implement the distribution of node-locked licenses to networked
machines using trusted storage are:

e License server manager - Use Imadmin as the license server manager as it displays details of activatable
licenses held in trusted storage.

e Vendor daemon - created by the publisher. This must be the publisher vendor daemon that can access
trusted storage. Ensure that you always use the correct vendor daemon supplied by the publisher: an earlier
version that is only able to use license files will not be able to use licenses held in trusted storage.

e Trusted storage on license server - contains activatable licenses that can be transferred to a networked
machine: concurrent licenses can only be used to implement floating license models.

e Application activation utility - a FlexEnabled component that requests a license from the license server and
creates and manages the contents of trusted storage. The publisher can integrate this functionality into a
component that provides other functions, for example it could be integrated into the FlexEnabled application
installer.

e Trusted storage on the network machine - contains licenses locked to the machine.

e FlexEnabled application - the application that requires the license. Note that this component must have
been built by your publisher so that it can access trusted storage: ensure that you use the correct version of
the application.

You can use the options file to restrict the distribution of node-locked licenses to network machines. See Managing
the Options File for details.
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Comparison of Trusted Storage and License
Files

This section gives an overview of the significant differences between FlexEnabled products that use trusted
storage and those that use license files. However these changes, although significant, are built on the top of the
existing methods of defining license rights as represented by the content of license files. So if you have been using

FlexEnabled products for years the majority of your knowledge is directly applicable to licenses held in trusted
storage.

License Files and Fulfillment Records

The license model is defined primarily in the feature definition lines (FEATURE and INCREMENT) in a license file.
There are the same feature definition lines inside fulfillment records in trusted storage. See the following diagram
that shows a typical Imadmin display for a fulfillment record.

Fulfillments
Product Name/Version: Export Data
PRprofessional PRprofessional
Suite: Mo
Features: INCREMENT PRbasic demo 1.0 31-dec-2011 1 SIGMN="0025 A63E 1647 8E4C 5636 3025 F7F1
9B00 44CA BEE1 ADE2 BCDA D2E9 9072 F229%/ INCREMENT PRadvanced dema 1.0 31-dec-
2011 1 5IGM="00710C43 7118 259F 7ADD A962 9801 CBO0 6E32 7C21 3974 FO52 4DFF 6222
B205"
G
Page 1 of 1
Fulillment ID . Quantity Expiration Type server Chain Repair Count
PR-58%df123 10 31-DEC-2011 Activation  FIL-EQ 10 Hosts

Figure 2-3: License server fulfillment record displayed by Imadmin

The fulfillment record PR-589df128 provides 10 activatable licenses for the product PRprofessional. Each
activatable license licenses two features: PRbasic and PRadvanced. These two feature definition lines (in this
example INCREMENT lines) are packaged together in a single fulfilment record.
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Licenses held in trusted storage use all the mandatory fields and may contain most of the attributes described in
Reading a License File. The following are the exceptions:

BORROW - normally this feature definition line attribute is not used for licenses held in trusted storage, the
publisher will provide this licensing model using the Distribution of Node-Locked Licenses to Networked Machines
using trusted storage on the network machine.

HOSTID - normally this feature definition line attribute is not required for licenses held in trusted storage, see
Locking of Licenses using Hostid or Trusted Storage for details of how licenses are locked to a host machine.

SUPERSEDE - this feature defintion line attribute is not supported for licenses held in trusted storage. A
combination of return and activation transactions are used to remove the license for the old version of the
application and replace it with a new license.

The following line types are not supported in trusted storage:
UPGRADE - a combination of return and activation transactions are used for an upgrade.

PACKAGE - a fulfillment record effectively packages multiple feature definition lines. When other functions for
package suites are required, a PACKAGE line in a license file can be provided.

SERVER - not required.
VENDOR - not required, Imadmin provides direct vendor daemon configuration.
VM_PLATFORMS.

USE_SERVER - not required.

Locking of Licenses using Hostid or Trusted Storage

When license files are used, licenses are locked to a machine using a hostid. This identifies either the machine or a
FlexNet ID dongle that is attached to a machine. The hostid is incorporated into the licenses supplied by the
publisher so you must supply details of hostids before the publisher can provide your licenses. This procedure is
repeated when licenses need to be moved to another machine.

Trusted storage is locked to the machine on which it is created using machine identities retrieved automatically by
the FlexEnabled components when trusted storage is created. The licenses held in trusted storage are locked to
the machine because they are held securely within trusted storage.
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Reading a License File

A license file contains information required to manage licenses for a FlexEnabled application. This information
includes:

® License server names and hostids
e VENDOR names and paths to vendor daemon executables
e Feature information

The license file must be accessible to systems that run the FlexEnabled application or a license server. For details
see Locating Licenses and Ensuring License Availability.

License File Format Overview

License files begins with either a single SERVER line or three SERVER lines (when configured for three-server
redundancy) followed by one or more VENDOR lines, followed by one or more FEATURE or INCREMENT lines. In
some cases, the license file requires no SERVER line and no VENDOR line.

Please note that eight-bit Latin-based characters are fully supported in license files, options files, log files, and
FlexEnabled application environments.

See Counted vs. Uncounted Licenses for more information on SERVER and VENDOR line requirements.
You can modify these elements in the license file:
e On the SERVER line:

® Host names on the SERVER lines

e TCP/IP port numbers

e HEARTBEAT_INTERVAL and PRIMARY _IS_MASTER properties

® Onthe VENDOR line:
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e Paths to the vendor daemon.
e Options file paths
e TCP/IP port numbers (for firewall support only)
e The USE_SERVER line.
® On the feature definition lines:
® The values in keyword=vaTlue pairs on FEATURE lines, if keyword is specified in lowercase

® You can use the \ line-continuation character to break up long lines.

See Also
Ensuring License Availability
Counted vs. Uncounted Licenses

License File Syntax

This section describes the contents of the license file, including SERVER lines and VENDOR lines. This is an
example of a license file for a single VENDOR name with two features.

SERVER my_server 17007ea8 1700

VENDOR sampled

FEATURE f1l sampled 1.000 01-jan-2010 10 SIGN="<...>"
FEATURE f2 sampled 1.000 01-jan-2010 10 SIGN="<...>"

This example allows the license server, called my_server with the hostid 17007ea8, to serve ten floating licenses
for each feature, f1 and 2 to any user on the network.

SERVER Lines

14

The SERVER line specifies the host name and hostid of the license server and the TCP/IP port number of the
license server manager (1madmin or Tmgrd). Normally a license file has one SERVER line. Three SERVER lines
mean that you are using license servers configured for three-server redundancy. The absence of a SERVER line
means that every feature definition line in the license file is uncounted.

The hostids from the SERVER lines are computed into the license key or signature on every feature definition line.
For this reason, make sure you keep SERVER lines together with any feature definition lines as they were sent from
the software publisher.

The format of the SERVER line is:
SERVER host hostid [port] [PRIMARY_IS_MASTER] [HEARTBEAT_INTERVAL=seconds]

For example:
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SERVER my_server 17007ea8 21987

The following table describes the attributes on this line.

Table 3-1 « SERVER Line Format

Field Description

host The system host name or IP address. String returned by the UNIX hostname or
uname -n command. On NT/2000/XP, ipconfig /al1; on Windows 95/98/ME,
winipcfg /all return the host name.

hostid Usually the string returned by the Tmhostid command. This is changed only by
your publisher.

port TCP/IP port number to use. A valid number is any unused port number

between 0 and 64000. On UNIX, choose a port >1024, since those <1024 are
privileged port numbers. If no TCP/IP port number is specified, one of the
default ports in the range of 27000-27009 is used.

You must specify a port number when the SERVER line define license servers
configured for three-server redundancy.

PRIMARY_IS_MASTER

Used with license servers configured for three-server redundancy to indicate

how master control is transferred between the primary and secondary servers.

e If this is set and the primary server goes down, when the primary server
comes back up again, it will always become the master.

e If this is not set and the primary server goes down, the secondary server
becomes the master and remains the master even when the primary
server comes back up. The primary can only become the master again
when the secondary license server fails.

If both primary and secondary go down, licenses are no longer served. The
tertiary server never becomes the master.

This parameter is optional and is placed on the first SERVER line in the license
file. You must be running a version 10.8 or later vendor daemon to use this
parameter.
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Table 3-1 « SERVER Line Format

Field

Description

seconds

HEARTBEAT_INTERVAL= Used with license servers configured for three-server redundancy to indicate

how long a license server waits to receive a heartbeat from another license
server in the triad before shutting itself down. The seconds value is used in the
following equation to calculate the timeout:

® timeout = (3 x seconds) + (seconds - 1)

If not specified, the default value for seconds is 20, equating to an actual
timeout value of 79 seconds. Valid values for the seconds value are 0-120.

This parameter is optional and is placed on the first SERVER line in the license
file. You must be running a version 10.8 or later vendor daemon to use this
parameter.

See Also
Ensuring License Availability

VENDOR Lines

16

The VENDOR line specifies t

he d